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Crossroads of international issues, maritime domain is facing growing human
activities. This increase of maritime mobilities has favoured the appearance
and generalisation of cooperative position report systems such as the Automatic Identification System (AIS). Nowadays these reporting systems provide
a real-time situation to ships and Vessel Traffic Services (VTS) in charge of
traffic surveillance. Initially designed to ensure maritime security, the AIS
system is now used to address this complementary objective – the detection of
illegal or suspicious behaviours. Monitoring of coastal maritime areas for
various purposes like safety and security, traffic management or protection of
strategic areas, is largely based on the identification of positions and trajectories and abnormal behaviour detection [4]. This kind of detection is based on
(1) the long-term and large-scale integration of positions from maritime traffic
continuously and, (2) spatio-temporal analysis able to determine and classify a
given maritime situation [3]. This analysis requires the identification and classification of navigational behaviours, techniques of falsification of position
reporting systems and knowledge extraction methods to detect abnormal maritime situations [5].
Beyond irregular behaviours at sea, malfeasance mechanisms and bad navigation practices have inevitably emerged recently to circumvent, alter or exploit such surveillance systems in the interests of offenders [1]. For instance,
it is easy to spoof a ship identity by issuing the IMO or MMSI (Maritime Mobile Service Identity) number from another ship (cf. Fig. 1).
Some fishing boats are practicing this offense in order to fish illegally for
example by pretending to be a yacht. It is difficult to detect their illegal fishing at distance. Some captains also switch off their
AIS to disappear from monitoring centers screens and electronic chart display and information systems (ECDIS) of neighbouring ships. These acts are
committed consciously by people on board. Furthermore, ships can be hijacked without the knowledge of their crew or surveillance centers by injecting false differential GPS information. AIS devices and navigational aids

(ATON) can also be reconfigured (e.g. turn off) at distance. This underlines
the urgent need for studies, methodologies and information systems whose
objective will be to identify these new risks [2] and contribute to a safer sea
by AIS monitoring.

Fig. 1. Spoofing of online provider (MarineTraffic): 5 false ships reported on land.

This poster presents a novel methodological approach for modelling, analysing and detecting these new maritime risks. The objective is to detect when
an AIS device is falsified or is undergoing an attack through a message-based
analysis. The proposed approach relies on a simple postulate; an attack or a
falsification of the AIS has consequences on received messages. An AIS device can broadcast up to 27 different messages in a range of approximately 35
nautical miles. Data exchanged include in particular static information (vessel
name, dimensions, etc.) and dynamic information (heading, speed, GPS position, etc.). Positioning information is transmitted at high frequency (2–12 seconds for a moving ship, 3 min for an anchored vessel). The system transmits
on less regular basis meta-information related to the ship (international identifier, name, size) and its route (destination, date and time of arrival). Additionally the system broadcast control messages (e.g. management of channels and
transceiver modes by a base station is done by a message 22) and aids to navigation messages. This poster describes possible failures of the AIS at the
physical, communication, logical levels and will proposes a classification of
related risks. Message-based data mining methodology to identify abnormal
messages and navigational behaviours is presented.
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